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i^^!^- IEEE 802.16 y d MAN (Metropol i tan Area Network) Al^^ofl^ *\B] 

«-tiHf>u|. olxtfl, tf^-g- ?1 Jl^j nil a] x] # oj-g-^l-o^ ig e^si o>5:Sl- ?1 1> 

cr>^r °-^o] ^E^fl^^ ^Ul^o] ^ °-. 7 ] ^ A ] ^ ofl ^ E} ?fl>:B 

a# iD^i- aeiji. T^f^oi o^^-*} 1! B^fl^ ?1 41 

Sfl*> Ttfl . ?1 Hi! A] 7] °] ofl^ Ol^g-cJ^ AJsfl ol°-§ E^E^U}. 

O] if 7±0] , £L Tg^Oll tt^S TT| -° Ll ?H^;H ^ Ul ^ ^-n} 0>U]^ « El ?H^;H ^1^1 

S. 2 

IEEE 802.16 ^-^j MAN , B] ^ , ?1 . til °1 ^\ £.9}. ll^fl^H, 

-A. TEE 



IEEE 802.16 ^f-y MAN Al^tflofl^ ^ti^if! BSfl^l 7] ^ <^ ^ ^ 

^fl ^U" 1 ^ {A Method for Generating and Distributing Traffic Encryption Key for Eac 
Service Type in the IEEE 802.16 WirelessMAN System} 

^ 1°. AJ A] ofl ofl U}^ A\ B) ^ % 9} ^ ^ ^ ^-Bfl l7^f U^^Lfli 
J= Ol U}. 

i 2~ -41 A] oil °ll BSll^ ^^S]- ?1 1^ JiT" ufl *1 *1 <H| >H ^7 r 

J= Ol TZ\ . 

S. 5^ 4J^HH1 teJ- = oj-^Sj- ? ] *>i^ ^ all A] 7-1 oil ^ 

til °1 M-*M^ S-^ol^. 

HSfl^j o>^S]- 71 ^ ^ ^-Bfl 3lJ°^.>H. s-ol IEEE 

802.16 -Ef Aj MAN (Metropolitan Area Network) Al^^ofl^ ^t^ig Ejijsj ov^lS} 7 
^ ^-afl a o Vl tHl 3? °1 1+ . 
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<6> IEEE 802.16 ^-Aj (Wireless) MAN (Metropol i tan Area Network) 7} ^}°] -^Aj °_]tl 

7}^m ^ °] o\ji oiu}. H^fl^ til °1 ^ °ll iW 71^-^- ^yl^°l o>^^ gj ^J- 

<v> IEEE 802.16 ^fAj MAN Al o\] ^ ^ B^fl 3 ] til °1 ^ II ^ S^^Pl ^ Sfl H 

^ ^ ^hi g>^^ B^fl^ ^^oii x[%m ^ 

<8> ^1^^.^, ^^3} 71x1^-^ c £^.m 7]S\ W ^oH . ol # aJ-Sl nil 

Al^o] PKM-REQ nil 7^1 ^1 PKM-RSP nIlA^m A}-g-tl^- ^ . ^^^r PKM-REQ ^1^]^! % 

t>\^\°] Ml^f oil A] X] o] ?] iL^ (Key Request) nfl M 7,} # 7] 7]^-^^ H 
5fl^ ?1 _2.^1"J1. 7171^-^- ol ol] tflt> -§-^# Jiyi^. ^^1^ 

iiS 71 71^ HSfl^ 71 *>^°1 ^^l^r ?1 ^ (Key Reply) ^1 

Al7.ll- t^^BI #^f^JZ, 4Jsfl^>^# ^-t-°H^=- 71 7i 1 (Key Reject) nil Al 7l # 

^#*>1^. o}2} ?}SL E^fls] o>^^ 71 ^7\m #ofl IH^tt B^^j ^5:2} 

7l# ol-g-oH^ 7}7}^SL S.^- B^ll 5 -] til °1 ^ # ^J£1S1-o^ ^#*>r^-. 

<9> ol ?±SL 7l^°l IEEE 802.16 -^Aj MAN A] ^tnoJl^ ^ °] BSfl^ ^jSlSj- 7l 

^ ^ ^11 U^-^r 71 71 ^- Al-ol^| (unicast) M B] ^o]} uy ^^}^\ 

<io> t_>^ , IEEE 802.16 ^-Aj MAN Al^i^o] ^ 7^ 7H1 Til Sl^r M 

t"l^# 711^-^l-JZ T^-°o>t> AlUl^# o_>^^ 7il^-^7l ^ Sfl A] ^- ^-Ul^fl^Bl >H *1 ^ 



J^v} o>u]^ ^t|?fl^H (Multicast) >H«l^-2t (Broadcast) A\U]^7?\Z\ 

<n> a^M", IEEE 802.16 -^41 MAN ^l^^ofl^ ^B] ?fl^Bl A\B]^^ zfl^tt ^ -f M 

jl^^oio^ ^^-tll , o}3} ?}SL A]^}^: IfUll^ ^^iiS^r ^ °1 7} 

<12> MJ-^O] ol=J7^> ^ 71^^ 32^1^=- ^"71 1> #^fl 7]^^ ^11 ^ # ^[^\7\ 

^ t> 7^^, IEEE 802.16 ^-*! MAN Al^^Hl A] 7}^o\] B^fl 

^ 71 ^ ^ ^-yfl ^ # s>^rJl iLi^^M Al^BlloU^ ^l^-i> ^ ol- ^ 

°<Jt> ^1^ € o>^s}# 71 ^ ^ ^ ^-yfl *fj-°h§- ^11^1-71 m^} 3? °1 

<13> ^t>, «J-^£. B5fl^ ^si- 71 ^ 2*°1>H ^sfl7> ^-f 

<14> ^*>, i^V^o. 7l ^o11 ^ Hi Ol ol^r 71 ^ ^ ^ £-Hfl UllXl^Hl AlUl^ f}oJ 

# ^5m°l 71 ^ 41 ol 7\^t>\^ ^ 3^el-nlEll- ^71^2, °1S ^^m.^*! 

71-^ TsHl Til ^ °] ^yl^# ^1-g-oH^i ^ ( i>4i 41 ^ ^ylr^ ^ 

«l7l ^ ^olut. 
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<15> o]s\ ^sl s.^^- ^ tt}71 sfl#Y s. ^r^°]} ^S]- 7l ^ 

^ ^r«fl ^^-g- IEEE 802.16 MAN 7] °] o] E-| aI^b^JoU^ ^2fl^ oj^ 

<ie> -ttM^H^H, ^E^fl^H , HS5?HiHt it^fe til ^ # ojh o}^£] 

<17> (^71^, ?1 o.^ Hi] A] 7,1 # Ol^g-cj}^ B] ^ ig EHflal °>7£S} 7] *>^"# 

<18> Olufl, -A>7] 7] o.^ Dll A] 7,1 Oil MB}^ E^ojol i=- ^ O] TJ^ . , 

4^1 ^^O] f>\^ 7H til ^ ^-^Ol *g^7fl^H ^Ul^o] ^7} 71 

^ DllXl^Hl ig^ 7H^H J2# ID71- a^Sl^r 3Jol U^^l o>t}. 

<19> aSlJi, Tt+^o] Jln 2 -^} ^^1^ ig H^fl^ ^-^S]- 71 iJ-^-ol ^3fl*> Ttfl, 71 7^ 

DHXl7.1°l oil 5,-1 Ol-g-^l-^ ^Sfl Ol M-El-Ufl^- ^# S-^^.^ 

<20> olufl, i^^ol xil^H>j77.> iL^-^S 1 ?! 7^ #7>^-t> ^-f , 4^1 

°fl^ ^.H°ll ^l^^l-^l M Ul ^ ^^(Unsupported Service Type) # 71^1^ 3J# 

ID (Unauthorized Multicast Service Group ID) # ^flr^^- ^-^^.^ f]" 1 ^ . 

<21> Ol c^Hl^-l^- ^^^^ ^AH1§ ^1-^1 7)1 f>C+. 
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<22> ^ 1°. ^^3] AJ A] ofl ofl u}=. X\U]^ ig E^flS] o>^2]- j\ ^ §J ^-«H ^ 

<23> ^^"(SS, 101)2} 71^1^- (BS. 102) Aj-olS] ^7lS} ^§ 7} (S100) 7} ^u}^ , ^^Tr 

1t}# T^Ml =1 1} (S110) . 
<24> oj^l-ofl^^. £L ^A] Oil CI] BSfl^i 0 ^5t ?1 ^ ^ ^-Hfl 

^7.} (SI 10) # it} 4>^1 cjl ^*H}. 
<25> Dj^-1, ^^-(101)^- 7\*\ O] ^7>}^- MB}^ ^-^o\\ uflf} ^efl^ 0 0 >£^ ?1# 

*U-7l ^sfl 71^1^-^.^ PKM-REQ nfl^l^l?] ?1 iL^ (Key Request) nfl ^} 7] #^]*1^ 

(5111) , ol nil Xl 7-1 # ^^1«> 71^1^-^- nil Al 71 °1 €^ a^^-S 
f>\&\ °A^LS\ 71 ^ tfl^U^r^S. ofl^ ^+^^1 ^Sfl^ C ^S}71# 1>^*^ . 
^il^l^^, 71^1^- (102) B2fl^j ^JES} 71 41^}^ , PKM-RSP ml^T^o] =,] 

-g-^-(Key Reply) ^1 ^ 7,] # ^#^51, ^SH^ ?1 7^ ^ (Key Reject) tifl A] 7^ 

# ^#?>^. ^ >0 1 . 71 xl^-ol ?1 71 yj^4 nil A l *1 # ^^ V °fl ^ 

, ^^1 tfl?> B?fl3] 71 ^ ^ ^-yfl ^-^>7> #M-7ll 

(5112) . 

<26> olTtfl, 71 7.1^- (102) ol ^#c?}^r 71 ^1 A] 7l oil ^- iL^^^r M 

al^ #^f°fl TE}^ EeflSl o>Ji5} 71 7} ^*J-Sloi °J.o . Ojg ^A]*> t+m- (101) 6rfl 

^ ^1^1- ^11 7l7l^-ii^«-Ei ^^]t> ^Sl- 711- °l-S-^°i H^fl 
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^ CflolElofl tfl^-O} <$3L^}>\^ Ol^^l. ?1 7^ TJflAl^Oll^. 

<27> ^ 2^- 7] ?1 iL^ ull A] en] ^ ^Al^ofl lE^ ^U]^ ig 7 ] 

^ ^-yfl ^^-^ 5I}^DlEi^-^ ^loi^-# M-^Lfl^- ^^OlU^. 

<28> ^ 2ofl>M. A^]^ Ej-^ (Service Type) (201) ^lk 0 ] °\ ^ t> -rr^^l >|t!l^1l 

^^11- M-Ej-ijflct. 71^1^ Ol ^B}^ ^ol°^ iJZ oH^ ^Bl^ 

<29> ^E^fl^iH ^y]^ a# (Multicast Service Group) ID (202)^- ^^o] Ejflal 

iiS^i , ^e^^h A*]^ ^^^i- ^*># *>rq-. o] ^e^^h A^}^ a# 

id^- t^o] ^e^a^h ^1^-^^^^ ^l-ojei-^i o>£- el- ^e1?ii^h -M^l^ 

AlHl^oll ^1 ^71 ^-^ii^S A^-g^U^. 

<30> ^ 3^- 5. 2 oil S.^lf> >H «1 ^ ^H^l (300) # L}El-Lfl^- ^^oIe}-. 

<3l> 3ofl S.Xlf> ^Ul E}°J ^H^l ol *>^-«> o^el^. e^Bj 01-^Sl- 

71^1 nfl^- >|ui^ q-mflr^. oa# , ^ ^>oi »o»o]t$ -^q^A^H Aiui 

^oll efl^^l-^- ^^Sf 71 iL^-^^r ^olJZ, "l"oli3 ^E^A^H ^1*1 

^°fl ©A^Kf- 71 *>^# iL^-^^r ^olr^-. 

<32> 4^- S. 2 oil S.^1^ H^A^H ~lfr ID ^H^l -#41 (400) # uj-Ej-tfl 

^.T^oluq-. ^ El?H^H A^}^ ZLW ID^- IEEE 802.16 *?-*\ MAN ^l^^oA'H ^il^g-^1-^- 
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<33> S. 5^; S. B?fl^ ^^iSl- ?1 ^Sfl Al 71^1 ^-oflyH 

*>^- ?1 tifl*l*l°fl oflH.i^H^>H. IEEE 802.16<H|>H ^ ^ ofl^l 

^.H°fl>H ^ 11^-1 ^1°H1 tt^-S} ^7}^ A>%># M-E^^fl 

<34> ^ 5# , ^1^1! H^fl^ oj-^Sl- 7] # U-^w>7l ^ofl ^^-g- 71 o.^ 

TfllAl^Hl ^Ul^ M*}^ ^^rCfl. Ol ^o) 7.1^ #7>%-*> 

^ol^ 71^1-^-^- "7]^\7] <£^- ^Ul^ ^^(Unsupported Service Type) (501) 

# 7>7-l ^- ofl^ 7] 7i^ TfllAl 7x1-1- fft} . ^f>, t^^ol 

?1 ji^ ml ai T-i ^ ^Ei^fl^H M^}^ zlW id# 7>^i ^eI^h^h ^ni^ofl un*> 

Bsfl^l °>sS]-7l# iH^lf ^ ^-r-oll^- ^1^1^^ "^*>ol ^^?H^H til 

^ 3w ID (Unauthorized Multicast Service Group ID) (502) # 7}X| °\]^ S-B, 

# S.^^} Ji^ ml ^1 xl # ^^J"^. -g- 1 ^-*}^. 

<35> OlAVofl^ ^°1, ^AHHl n}^, T^hg-^ ^ 

<36> ^ *H , Al^til^l^ 7^1 -g- t^** ^Hl^ll BSfl^l ^^2]- ?1 # l^t^ ^ Si 

^-^lm ^ SU^t. 
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<39> ojAVofl^^- J£X\ oil °11 tfl^ ^^St^M". ^1*> ^Hl 

1^. 
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i^^-m i] 

IEEE 802.16 MAN 7} ^SL^ 7 11- ^ <^3 

2] 

^^-o] o^i nil X] xl # ol J§-o>^ ^y]^ tg B?fl3] ?] ii-^o}- 

l^^-m 3] 

All 2%>o11 ol c >\ *\ , A> 7 1 ? 1 ml A] 7-] o\] MU}^ S.^^ 3J# ^^.^ 

[^n 2 -^ 1 - 4] 
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[^n 2 -^ 5] 
[^n 2 -^ 6] 

S^ofl 71^^7-1 o>^- A| Hj ^ E^oi (Unsupported Service Type) # 7l7fl^r^- 51 # ^-^J 
Xl5^-o(l Si<H>H . 

^^ v ol 711^-h>JZ7> a^^SS^ ^^?fl^S ^Hl^7 r 711^- #7}%- 

^-r-. 4^1 ^1*>&^- ^E^H^H a# ID (Unauthorized 

Multicast Service Group ID) # 7)^]\t>\^ ^} # ^-^^.S n r ^- B^?] ^^5]- y>\ ^ 41 
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is. i] 

S S - 101 B S - 102 











Initialization Procedure 






Key Request message - S1 1 1 




Key Reply or Key Reject message - si 12 











[JL 2] 

PKM-REQ (Key Request) attributes - 200 



Attribute 


Contents 


Service Type 


Service Type (Unicast or multicast or broadcast) 


Multicast Service Group ID 


Identifier or multicast service group 



rv 3] 

Service Type attributes - 300 



Type 


Length 


Value 


28 


1 


0: Unicast Sen ice 
1: Multicast Service 
2 : Broadcast Service 
3-255: reserved. 


i 4] 

Multicast Service Group ID attributes - 400 


Type Length 


Value 


29 1 


Identifier of the multicast sendee group 
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[.V. 5] 

Error-code attribute code values - 500 



Error Code 


Messages 


Contents 


7 


Kay Reject 


Unsupported Service Type 


3 


Key Reject 


Unauthorized Multicast Service Group ID 
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